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» enterprise okruzenje - veliki broj korisnika
» ruSenje/zastoj aplikacije — moguce ozbiljne posljedice
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$TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? javaCroE
Najcesci razlozi pada Java web aplikacija

> Pad radi greske na nivou pojedine akcije

» Cesti uzrok: nedostatak granica
» prevencija: short term scenariji / unit testovi

> Pad radi prevelikog opterecenja
» prevencija: peak test

> Pad radi dugoro€ne anomalije
» prevencija : long-term testovi

Apache
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$TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? Java Crols )

Najcesci razlozi pada Java web aplikacija

B3 FPIS BORIS Java_20120508. jmx (D:\IMeteriTests\EPIS BORIS Java_20120508. jmx) - Apache JMeter (2.3.3 r776386)

File Edit Run Options Help
0/10 |
S8 HTTP Header Manager -
[J cache_id Aggregate Report
? f'Preglﬁd adnoza Name: |Aggregate Repont
Response Assertion .
S HTTP Header Manager 3
Write results to file / Read from file
D cache_id
[ ,(' Crcdabir detalja odnosa Filename | | | Browse.. | LogMDisplay Only: [ Errors [ | Successes
Response Asserton Label # Sarmnpl A Medi 0% Li M 0 Errar % Throughput KBl
apel amples VErage edian ine in ax rror roughpu Sec
4 HTTP Hoader Manager ofelna stranica T B 503 1052 297 052 0,00% 5 filser 584
[J cache_ ogiranie 10 456 520 1284 663 1284 0,00% 4,8/sec 375
[J bundie_ic tvaranie meni-a 10 845 524 1040 [H 1040 0,00% 4,9/sec 68,8
? f Ctvaranje detalia odnosa tvaranje pocetn... 10 312 2248 1328 102 1328 0,00% 3.8/zec 949
Response Assertion braranie stanje .. 200 1164 7 3312 a5 8031 0,00% 57, Timin 38,4
regled raiuna 200 466 361 77T 153 4731 0,00% 57,7imin 40
_ HBHTTF Hesder Manager dabir prometa 200 161 42 209 52 2794 0,00% 58,5/min 1
@ RS portte tearanie prometa 200 1838 380 4803 133 329410 0,00% 58,5/min A0.8
o £ otvaranie portrela RIS rauna regled promelta 200 372 186 586 125 6168 0,00% 58,Bimin ]
Responze Asssrtion dabir defalja pr.. 200 164 102 188 60 2073 0,00% 58,0/min 4
4 HTTP Header Manager traranie detala ., 200 1856 1363 4649 185 11273 0,00% 58,0/min 64,6
[ cache_id | |Odnasi po ratunu 100 EED] 158 2634 74 7530 0,00% 30,2imin 19,6
o oo pontels IS racns regled odnosa 100 248 182 367 110 1810 0,00% 30,3imin 7
§ dahir defalja od.. 100 178 17 248 75 1419 0,00% 30,44min E
Response Assartion traranie detalia ., 100 3840 2507 7670 638 23361 0,00% 30,3imin 55,8
4 HTTP Header Manager braranie portfel... 100 1153 144 2765 a0 23088 0,00% 31,0imin 19,4
¢ W regled portielja . 100 513 303 1656 130 5148 0,00% 31, Timin 36
o/ Logout ogout 10 346 114 1623 a3 1933 0,00% 12,50min 22
i HTTP Hoador Worager OTAL 3050 450 308 2677 53 23088 0,00% 4,5/580 3508
Wiew Results Tree
baege epor. ,
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$TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? javaCroE
Klasifikacija pada sustava: rusenje ili zastoj?

RUSENJE ZASTOIJI
» JVM crash » Zauzece resursa
» Memorija
» Thread pool
» Disk
» Baza: connection pools, statements, ...
» LosSa sinhronizacija threadova
» puno blocked threadova
» thread deadlock
> Mrtva petlja
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JVM crash - analiza

@EevoLva
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$TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? Java Crols )

Situacija: JVM crash

5. Problems [ Declaration < Search & Console 21 =3 Progress [E] TaskList & GitRepositories & History €7 Error Log 2® CallH
=terminated> Chprograms\jdkl.7.0_45\bin\javaw.exe (2. 4. 2015, 10:54:12)

LPLo-E-dLs L1 1Y
2815-84-82 11:19
2815-84-82 11:19
2815-84-82 11:19
2815-84-82 11:19
kS

b ]

159,883
159,883
159,883
159,883

HEUGWL/ L Ba58] #4115
REQ28272 @858( #4115 m

REQ@@2272 @a53( #4115 ms
REQ@E8272 @a53( #4115 ms
REQ2E272 @a53( #4115 ms

# A fatal error has been detected by the Java

#

# EXCEPTION_ACCESS _VIOLATION (@xceagaass) at

#

# JRE wersion: Java(TM) SE Runtime Envircnment (7.8 _45-b18) (build 1.7.8_45-bl8)
# Java VM: Java HotSpot(TM) Client WM (24.45-b88 mixed mode windows-x86 )

# Problematic frame:
#V  [jvm.dll+exdd3sb]

#

# Failed to write core dump. Minidumps are not enabled by default on client versions of Windows

e

E An error report file with more informationlis saved as:

#

# If you would like to submit a bug report, please wvisit:
#  http://bugreport.sun.com/bugreport/crash.jsp

#

L4

msj 1o ms Z%.B35 DYTEs Sent as Charset: LsU_sosd_J (@ transla
ms) Sending XHTML ... 16 ms
) Processing module hr.evolva.epis.modules.admin.ShowDBPo
) TOTAL: 4.115 ms / Java: 99% (4899 ms); Response: 8% (16
) TOTAL processing ... 4115 ms

Runtime Environment:

pc=8x537fd35b, pid=3456, tid=9888

» hs_err_pid*.log datoteku kreira JVM kod rusenja
» navrhu je razlog
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$TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? Java Crols )

Situacija: JVM crash

Gdje je file?
» datoteka je locirana gdje je pokrenut JVM proces

» ako je u pitanju bio Windows servis, onda moze zavrsiti u
C:\Windows\System32 (za 32bit)

» Java 6+:
> -XX:ErrorFile=./hs_err_pid<pid>.log
Uzrok?

» ako koristite native kod — vrlo vjerojatno poziv vanjske native funkcije
» ako ne koristite —onda JVM bug — prijaviti gresku i uzeti novi JDK

Stack: [8=210c 080, 8x211168008], sp=0x2118f8ch, free space=318k

Hative frames: (J=compliled Java code, j=interpreted, Uv=UH code, C=native code)
[jvm.d11l+8xdd35b]

[jum.d11+8x28e84a]

[jdwp.d11+8x19d9d]

[jdwp.dll+8x4hed]

[ jdwp.dl1l+8x451e]

[ I g B o B = =

8 | 12.05.2015. POSLOVNE WEB APLIKACIE | info@evolva.hr | www.evolva.hr @ EVOLVA



DEMO:
JVM crash — native code

@EevoLva



|7 @ SampleBadStuffDemo

-

(%] localhost: 3080/ evolution_framework/app?module= com.evolutionframework.samples. 5SampleBadStuffDemo

SampleBadStuffDemo

Java heap space

Creates instanced of String objects, wil cause:
java.lang.OutOfMemoryError: Java heap space

Mumber of loops 1

| Out of memory |

| Load CrashDemo.dl |

© Calaash | fp—

| Call javazjni |

@®cevoLva



(%] localhost: 3080/ evolution_framework/app?module= com.evolutionframework.samples. 5SampleBadStuffDemo

SampleBadStuffDemo

[¥] SampleBadStuffDemo java &2 = B [¥] CrashDemo java 52
@override A 1 package com.evolutionframework.samples;
public void btnCall crash_jvm_onClick() throws Exception { 2
3 public class CrashDemo {
log("Creating CrashDemo object™); 4
CrashDemoc demo = new CrashDemeo(); 5 public native void crashIVWM();
6
log("Java: Running crashJVM"); 7 public native void java2jni();
demo. crashJVM(); 8
9 public void native2java() {
] log("Java: Running crashJVM - it will never reach here"); a System.out.println{"jni2java test");
} 1
v 12}
< >

M
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& localhost: 2030/ evolution_framework/appTmodule= com.evolutionframework.samples. 5ampleBad StuffDemo

SampleBadStuffDemo

3 public class CrashDemo

com_eveolutionfra...mples_CrashDemo.h CrashDemeolLibrary.cpp® R X

[¥] SampleBadStuffDemo java &2 = B [¥] CrashDemo java 52
3 @override A 1 package com.evolutionframework.samples;
] public void btnCall crash_jvm_onClick() throws Exception { 2

¥ CrashDemo vI (Global Scope)

F#include "com_evolutionframework _samples CrashDemo.h"
[#include <cstring>

a Fwoid methodB() 1

double x[leeeseeea ],
4
Fwoid methodA() |
methodB();

b

I INIEXPORT jwoid INICALL Java_com_evolutionframework_samples CrashDemo_crashIVM({INIE
methodAl();

1

test");

@EevoLva



@ localhost: 9030/ evolution_framework/appimodule= com.evelutionframework.samples.5ampleBadStuffDemo

SampleBadStuffDemo

[¥] SampleBadStuffDemo java &2 = B [¥] CrashDemo java 52
148 @override A 1 package com.evolutionframework.samples;
149 public void btnCall crash_jvm_onClick() throws Exception { 2

3 public class CrashDemo

com_eveolutionfra...mples_CrashDemo.h CrashDemolLibrary.cpp®™ ® X

¥ CrashDemo vI (Global Scope)
F#include "com_evolutionframework _samples CrashDemo.h"
| [#include <cstring test);

@ Erechee et

File Edit Options Encoding Help
i
#t A fatal error has been detected by the Java Runtime Environment:

it
ﬁGXEEPTIDH_STFIEH_I]UEHFLI]H {BxcﬂﬂﬂﬂﬂFth pc=8xB805c1947, pid=908084, tid=8196
i

# JRE version: Java(TH) SE Runtime Environment (7.8 45-b18) (build 1.7.8 45-b18)
# Java UM: Java Hot3Spot(THM) Client UH {Z4._.45-bB8 mixed mode windows-xB6 )
# Problematic frame

## C [CrashDemo.d1l1l+8x11947] chkstk+8x27

1

Stack: [ﬂx12h?ﬂﬂﬂﬂ,ﬂx12hcﬂﬂ§[ﬂ], sp=8x12bbed98, free space=315k

Mative frames: {(J=compiled Java code, j=interpreted, Uu=UH code, C=native code)
|[:rash[)emu.d11+ﬂx119u?] _chk5tk+ﬂx2?*—
rashDemo.d11+8x11523] methodfA+8x23

[CrashDemo.d11+8x11613] Java_com_evolutionframework_samples CrashDemo_crashJUM+8x23

com.evolutionframework _samples .CrashDemo.crashJUM{}U+8
com.evolutionframework._samples _SampleBadStuffDemo_btnCall_crash_jum_onClick{)u+29

~etuhBautinacs-rall ctuh @ EVOLVA
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Analiza memorije

@EevoLva
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$TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? ]ava Crol5 )

JVM

[ java.lang.OutOfMemoryError: Java heap space ]

Heap memory: Java obj
-Xmx=256m

Young generation Tenured generation

Eden Survivor | Survivor
1 2

h!

java.lang.OutOfMemoryError: PermGe
Non-heap: / java.lang.StackOverflowError

Permanent?é{eration (JDK 7) || Stack memoeread
Loaded classes, String pool, ... (local variables, method calls)
-XX:MaxPermSize=128m -Xss512k

Metaspace (JDK 8) Code cache: native code

15 | 12.05.2015. POSLOVNE WEB APLIKACUE | info@evolva.hr | www.evolva.hr @ EVOLVA



$TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? JavaCro'ls )

(® Davor Sauer @ eNaplata RAZVO)

€ @ localhosto

)evolution_frameworl/app?module=discoverico.Index&inew _window=nofsifra_tvrtke=-1&initial _tab_url_ex=

Status : localhost:9080 |

Davor Sauer —

Q, Upisite naziv ekran; ~

S Status :: localhost: 9080

‘2QMS ADMINISTRATION

Refresh view Status snapshot (config.xml): | 1.000 ms | Set [ detail table Clear | Dump | Auto
CESILER EE =D Statistics for last 2 min 54 sec ] - auto reload -
Memory / Errors ‘ |Attivity

APPLICATION BUILDER

100%
371M

APPLICATION BUILDER

Memory usage

Incoming request monitor
il A ||“|"I|'|' il ||'||“||“'|'||\'|| | ||"""'H\||\" |\|||““||||“\|II
il

o request | m blocked request | | blocked not complete
Requests in processing

Application errors

Job errors

|DB connection pools - connections in use |

local_naplata_demo :: Max: 25, Free: 1

[object cache - number of objects in memory

local_naplata_demo :: Entries: 300, Size: 31.703.405

epis_gui :: Max: 10, Free: 10

:: Entries: 0, Size: 0
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STO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? java Cro@
Potrosnja memorije u usporedbi s ostalim

Firefox ~ x

evolution_framework/app?module=discoverico.IndexBinew. window=noBsifra_turtke=-18initial_tab_url_ex= v & | B~ Google P R~ 3 /& = -~

(® Davor Sauer @ eNaplata RAZVO)

o Status :: localhost:9080 |

Zatvori

8 Status :: localhost:9080

Statussnapshot (confoams 1200 |ms| St | ) dotmttable | st | Gums |

PANTHER CONVERTER Statistics for last 2 min 54 sec Ll - auto reload -

DOCUMENTUM

‘Hernorv / Errors ‘ |mivity

100%
WORKFLOW MANAGEMENT 371M
APPLICATION BUILDER

- - |‘|‘|M|||‘“l \‘||||||“| \M M |||‘| IHHI\‘ |
. N ||| ||,|||||||||I|||| I||I| || 1 | M | || | - I|||.|.||| [ | ||

Show memory details

Show memory details

Usage [ peak [ collections

163840 (160K) used
163840 (1€0K) used

7147456 (6379E) committed
7147456 (€379K) committed

7176152 (7008E) max
7178152 {7008K) max

33554432 (327&8KH)
33554432 (32762K)

-

Code Cache MON_HEAP PERE._..._._: init

4521584 {441cK) used = 11412072(11150K) committed = 1&777216(16324K) max = 143130624(13977&K)
4521584 (4416K) used = 1Z773520(12480K) committed = 16777Z16(16384K) max = 143130824 (133776K)
4521524 (441cK) used = 0(0K) committed = 12775520(124280K) max = 143130624 (135377cK)

524288 (512K) used = 0(0K) committed = 20316l&({1984K) max = 17891328 (17472K)
524288 (512K) used = 1572864 (1536K) committed = Z03161l6({13934E) max = 17831328 (1747ZE)
524288 (512K) used = 0(0K) committed = 1572864(1536K) max = 17891328 (17472K)

2 | Eden Space HEAP PERK.._._..: init

(=]

Survivor Space | HEAP PERE..__...:> imit

USEGE. ... .- init = 11206656 (10944K) used = 24538720 (24354K) cormitted = 41566208 (40532K) max = 357557632 (343563K)
4 | Tenured Gen | HEAP DERK. . _._..: init = 11206656(10944K) used = 3£239256(35329E) committed = 41566208 (40592E) max = 357957632 (349583H)
COLLECTIONS: init = 11206656 (10344K) used = 249338720 (24354K) committed = 36352000 (35500K) max = 357957632 (343568K)
USREGE. ... .- init = 12582512 (12258K) used = 17850645 (17471K) committed = 18087336 (17664K) max = £7103864 (63536K)
5 | Perm Gen NOMN_HEAP DERK.......: init = 12582912 (12288K) used = 17830648 (17471E) committed = 18087936 (17664K) max = £7103264 (63538K)

COLLECTIONS: imit 17802264 (17385EK) committed 17825752 (17408K) max &7108864 (65536K)

12582512 (12288K) used

epis_gui :: Entries: 0, Size: 0

17 | 12.05.2015. POSLOVNE WEB APLIKACIE | info@evolva.hr | www.evolva.hr @ EVOLVA



STO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? ]ava CI'OE
82 Heap dump - analiza

>  Rucno:
»  %JAVA_HOME%\bin\jmap -dump:format=b,
file=d:\manual_heap_dump.bin <pid>
»  Automatski:
»  -XX:+HeapDumpOnOutOfMemoryError
»  -XX:HeapDumpPath=D:\auto_heap_dump.bin

»  Oracle JDK
» heapdump file: *.bin, *.hprof

»  Eclipse Memory Analyzer Toolkit:
»  http://www.eclipse.org/mat/

»  Visual VM:

»  http://visualvm.java.net/
» IBM WebSphere
» javacore file - *.phd (portable heap dump)
» IBM HeapAnalyzer

> https://www.ibm.com/developerworks/community/groups/service/html/c
ommunityview?communityUuid=4544bafe-c7a2-455f-9d43-eb866ea60091
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https://www.ibm.com/developerworks/community/groups/service/html/communityview?communityUuid=4544bafe-c7a2-455f-9d43-eb866ea60091
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@ SampleBadStuffDemo x

& localhost: 9030/ evolution_framework/app?module=com.evolutionframework.samples.SampleBadStuffDemo

SampleBadStuffDemo

Java heap space JNI

Creates instanced of String objects, will cause: Load CrashD di
java.lang.OutOfMemoryError: Java heap space | oad Lrashbema. |

Mumber of loops 5 / | Call crash VM |
| Out of memary | | Call java2jni |

2915-84-28 22:35:88.528 REQBE826 8834( #169 ms) 3 ms Invoking .btnOutOfMemory_onClick() (start)
2915-84-23 22:35:85.529 REQBEE26 B8834( #1788 ms) 1 ms @ ... 18.777.824 of 129.761.288

2815-84-28 22:35:88.725 REQBEE26 8@34( #3866 ms) 196 ms S.\eeq.@8@ ... 41.788.584 of 129.761.288
2815-94-28 22:35:03.980 REQEGE26 @834( #5480 ms) 174 ms le.eee.e0@ ... 39.232.688 of 120,.761.28@

java.lang.OutOfMemoryError: Java heap space
Dumping heap to d:\_demol\autc heap dump.bin ...
Heap dump file created [B7683882 bytes in 8.345 secs]
java.lang.O0ut0fMemoryError: Java heap space
gt java.util.Arrays.copyOf(Arrays.java:2245)
at java.util.Arrays.copyOf(Arrays.java:2219)
at java.util.Vector.grow(Vector.java:262)
at java.util.Vector.ensureCapacityHelper(Vector.java:242)
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DEMO
Eclipse MAT, IBM H
Visual VM (ru

ap Analyser,
ntime)

File

Edit Window Help

Type

[, Inspector &2

Statics Attrlbutas‘ Class Hierarchy >

-

Name

Value

& auto_heap_dump.bin i |

iom e S ER QA

i Overview | default_report org.eclipse.mat.spissuspects 5% |

(s 40 ME

T 172ME

Total: 57,2 MB

~ @ Problem Suspect 1

One instance of "java.lang.Object[]" loaded by "<system class loader>" occupies
41.943.056 (69,929%) bytes. The instance is referenced by
org.apache.tomcat.util.threads.TaskThread @ 0x77c7f00 http-bio-9080-exec-

The memory is accumulated in one instance of "java.lang.Object[]" loaded by
"<system class loader>".

The stacktrace of this Thread is available. See stacktrace.

15 , loaded by "org.apache.catalina.loader.StandardClassLoader @ 0x6dc53e8".

u
O

LA
20140520.133519.10944514.0001.phd.hax Ang
(2) Problem Suspect 1
(b) Remainder * M4CC: 1t (62,BMB / 6,5%)
T4CC: 1t (63, 5MB / 6 6%)
* iverM4CC 1t (63,BMB / 6,6%)

array of javallangi/Object (BSMB [ 7 2%)
venT4CC nent (104,8MB /10,9%)
T4CC Tt (134, 1MB /14%)

1ectionimpl (413,4MB [ 43,1%)

* array of java/utilHashtable $Entry (812, 4MB / 84 6%)

hrlevolvalepisiutifExcelReport (10 BMB [ 1,1%)
hrievolvaiepisiutifExcelReport (11,5MB / 1,2%)
byte]] (11,9MB /1,2%)
bytel (11,9MB [ 1,2%)
byte]] (11,9MB /1,2%)

bytel (11,9M811,2%)
bytel (11,9ME 1 1,2%)
bytel (11,9M811,2%)

bytell (11,9MB/1,2%)

. byte] (11,9M8 7 1,2%)
A\ \ N\ bytel] (11,9M8 /1 2%)
byte] (11,9M8 7 1,2%)
bytel] (11,9M8 /1 2%)
| \ \ bvtefl (11,9MB [ 1,2%)




Analiza threadova

@EevoLva
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$TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? JavaCro'ls )

i

(® Davor Sauer @ eNaplata RAZVO)

€ | @ localhost:9020/evolution_framework/app?module=discoverico.IndexBnew_window=no8sifra_tvrtke=-18tinitial_tab_url_ex=

& ||~ Google A B ¥ & = -

= Status :: localhost:0080 |
Davor Sauer =

[ zatvori
Q, upiSite naziv ekrana...

W Status :: localhost: 9080

2QMS GUT

Refresh view Status snapshot (config.xml): 1.000 ms | Set [ detail table Clear | Dump | Auto
L] EE L Statistics for last 2 min 54 sec

= - auto reload -

Memory / Errors ‘ ‘Activity
APPLICATION BUILDER

100%

371M

™ Blokirani threadovi

Dead loop / dead lock

Trcoming request monitor

Application errors

) ||I|'|I |I|| mmm ||'||" ||'""'| |III
lidgattali
o AL

o request | m blocked request | m blocked not complete
Requests in processing

Job errors

‘DB connection pools - connections in use ‘

[object cache - number of objects in memory

local_naplata_demo :: Max: 25, Free: 1
local_naplata_demo = Entries: 300, Size: 31.703.405

.
Users
<
Jobs
3
!
(o)
Make patch
and deploy
L

;
g
4

epis_gui :: Max: 10, Free: 10
epis_gui :: Entries: 0, Size: 0
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STO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA?

S BEHE

File Applications View Tecols Window Help

r Pracenje threadova - vizualno

Applications X | =

Start Page x|ﬁ1’mt(pid 12028) x|

= Local

VisualVM

& Edlipse (pid 5920)
&2 Tomcat (pid 12028)
@ Remote

E-EE Snapshots

Overview | [ Moniter | [=] Threads | @) sampler | (5) Profiler

----- %= Edipse (pid 10320), 18

C Tomcat (pid 12028)

| Threads [¥] Threads visualization |
e st
Daemon threads: 42

| Timeline X |
QQ Qe

MName 02:53:50 ° 02:53:55 Running Total hd
[ hr.evolva,epis.modules. objectcact " Oms  (0%) 27.999ms A
@ hr.evolva, epis.modules. objectcac e Oms  [0%) 27.99% ms

O hr.evolva. epis.jobs. SystemStatist I — oms  (0%) 27.993 ms

@ hr.evolva. epis.jobs, SessionCleane e Oms  [0%) 27.993 ms

I hitp-bio-9080-exec-24 I 6.005ms (21,4%) 27.999 ms

@ http-bio-5080-exec-23 | Oms  (0%) 27.953 ms

O http-bio-3080-exec-22 I 6.005ms (21,4%) 27.993 ms

O http-bio-5080-exec-21 1 6.005ms (21,4%) 27.999 ms

O http-bio-3080-exec-20 I 6.005ms (21,4%) 27.933 ms

O hittp-bio-9080-exec-19 I 6.005ms (21,4%) 27.999 ms

O http-bio-5080-exec-18 I 6.005ms (21,4%) 27.993 ms

@ http-bio-3080-exec-17 | oms  (0%) 279593 ms

O http-bio-5080-exec-16 | oms  (0%) 27.993 ms

@ http-bio-3080-exec-15 | oms  (0%) 27.953 ms

B RMI Scheduler (0) | oms  (0%) 27.999 ms

O RMI TCP Accept-0 | 27.999ms (100%) 27.993 ms

O ajp-bio-5009-AsyncTimeout | oms  (0%) 27.993 ms

O ajp-bio-5009-Acceptor-0 | 27.999ms (100%) 27.999ms v

< >

O Running [ Sleeping [JWait [ Park [ Monitor

23 |

12.05.2015.

POSLOVNE WEB APLIKACIJE | info@evolva.hr | www.evolva.hr

JavaCrol5)

@EevoLva



$TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIA? java Cro@
Pracenje threadova - pretrazivanje

Thread management |
@ Remembear

Q{;’} Thread management

Filter

Name filter: | |

Stacktrace filter: |evulva |

Exclude filter: | |
Show expanded: | All : I
Refresh | %
Requests: 1
é| |:|| j ] |Duralinn| Database Module User Start |Infn| Stop |

1. [[] REQ#558 7 ms local jadransko admin.ShowCurrentRequests -2 SYSADMIN 28.04.2015 02:55:28 ]

18 listed threads - Total threads: 33 of 33

i | |:|| State Name/Class/Stacktrace |]D|I'rinril\r|Alive| Deamnn|lnlerru|ﬂed

1. O % RUNABLE http-bio-9080-exec-16 ~ 147 5 true true false
org.apache.tomcat.util.threads. TaskThread

java.lang.Thread getStackTrace (Thread. java:1588)
hr.evolva.epis.modules.admin.ShowCurrentRequests.on before map{ShowCurrentRequests.java:lss)
hr_evolva.epis.servliet_ ActionModule cbradiZzhtjev(RetionModule java:Z36)

hr_eveolwva.epis.servlet. Rpplication.forwardToModule (Application._java:1388)
hr_eveolva.epis_gervliet_Zpplication.forwardToModule (Application.java:11338)

hr. evolva.epis.servlet_fpplication_handleRequest (Epplication.java:882)
hr.evolva.epis.servliet_ AppServlet._doPosat (AppServlet.java:73)

javax.servlet_http HttpServlet. service (HttpServlet.java:&41)

javax.-servlet_http. HttpServlet.service (HttpServlet._java:7Z2)
org.apache_catalina.core_ApplicationFilterChain_internalDoFilter (ApplicationFilterChain_jawva:305)
org.apache _catalina.core_hpplicationFilterChain_doFilter (ApplicationFilterChain.java:210)
org.apache_catalina. core.StandardirapperValve . invoke (StandardirapperValwve_jawaz2ZZ)
org.apache.catalina.core.StandardContextValve.invoke (StandardContextValve.java:123)
org.apache_catalina.authenticator. RuthenticatorBase.invoke (ButhenticatorBase. java:472)
org.apache_catalina.core.StandardHostWValve.invoke (StandardHostWValve.java:1lesd)
org.apache_catalina.valves ErrorBeportValve _inwvoke (ErrorReportWValve.java:sds)
org.apache.catalina. walves. AccessLogValve.invoke (RccessLogValve. java:523)
org.apache_catalina.core.StandardEngineValve . invoke (StandardEngineValwve . java:118)
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$TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? ]avaCro@
Pracenje threadova - uzorkovanje

Token [host_port] is available, e.qg. mvapp_[host_port]

B Log file rotation (changes require restart of application)
Configuration Parameters
)] By size
Switch size: |2.000.000 | bytes
Max files: |5 | (-1 to turn off rotation)
manager
m '} O By day (no automatic cleanup of old files - delete them manuallby!)

System statistics afild thread dumps

SystemStatistic that i= doing following:
® |ogging of systemn statistics to "[prefix]_statistics.log” file in form of

sQL prompt Sers Groups

F XML elements
ok L 5 T - ® |ogging of system statistics to memory array visible on System status
Rights Jobs Logs ECresn )
- = * |ogging of thread dump and DB connection thread dump to
[prefix]_memaory_SystemStatisticsJob_details.log file if enabled
F
SystemStatisticslob v ——ieE 28.04.2015 02:34:38 28.04.2015 Not finished | ,gq: 35 MBv
memary_1 epis_memaory_1_ SystemStatisticslob_details-2015-04-28-02-10-17-180.log [l
JobObjectSaver ~ 2.000.084 brytes
memany_2 epis_memory_1__ SystemStatisticslob_details-2015-04-28-02-38-30-955.log
2,000,102 bytes

JobObjectSaver » ﬂ epis_gui
memory_3

epis_memaory_1

332,445 bytes
CommandProcessorlob ~ n epis_gui epis_memory_1__ SystemStatisticsb_errorlog
epis_gui_138 0 bytes
epis_memory_1__ SystemStatisticslob_summary.log
14,552 bytes 5
- EVErET SOt e IO WHICH Wi dump threads 1o
SystemStatisticslob log file. Job actually makes sleep
onfiguration pauzes using Job sleep parameter above and checks
wizard each time if Job dump sleep time is reached to dump
threads. Job dump sleep should therefore have bigger
DEPLOYMENT value than Job sleep.
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Logging
Orphan requests
Log extractor

@EevoLva
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Requests

Restart

Requests

STO KAD SE ( S)RUSI ILI STANE JAVA APLIKACIJA?
J Struktura loga

)

)

JavaCrol5)

main log:
» biljeziti requeste:
»  u svakoj liniji identifikator

requesta
» pocetak requesta
» detalje

» kraj requesta
» biljezZiti (re)start sustava

To omogucava pronalazak dugih i
problemati¢nih requesta
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STO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? ]ava CI'OE
i Struktura loga

E,; Froblems @) Declaraion <" Search | B Console i3 =3 Progress EI Task List @Gﬂﬂepusﬂul‘ies @ History @Errur Log }Call Higrarchy @& Javad

Chprogramshjdk1.7.0_45\bin\javaw.exe (9. 5. 2015, 03:18:43)

2815-85-89 83:19:18.734 REQREA23 8a4l( #2 ms) TOTAL processing (start)

2815-85-89 ©3:19:18.735 REQREA23 @a41(  #1 ms) T

2915-85-89 83:19:18.735 REQBEE23 8e4l( #1 ms) --- NEW POST REQUEST »» moedule = hr.evelva.epis.modules.misc.ShowtyRep
)
)

2815-85-89 @3:19:18.735 REQREA23 8a4l1( #1 ms
2915-85-89 83:19:18.736 REQRBEE23 884l( #2 ms
<?xml version="1.8" encoding="windows-1258"?>
krequest)

<param name="action_param" wvalue=""/3

<param name="akcija™ wvalue="find"/>

<param name="epis 1id" value="451465486530654165466542654765466553654465476548655965526558656265556562655365596566656B65 786568657

<param name="epis_s_title" value="My reports”/>

<param name="epis_sid" value="epis_gui  discoverico___ 11@n4c3wlall3rld7vix9detSviwi™/>

<param name="epis stacked action" walue=""/3

<param name="epis_stacked_return_block_id" wvalue=""/>

<param name="epis_ stacked return_values" walue=""/3

<param name="epis_stacked_target_params" wvalue=""/>

<param name="epis_stacked_target_url” wvalue=""/>

<param name="epis trans_key" walue=""/3

<param name="master_action” wvalue=""/>

<param name="master_rows_per page" walue="25"/>

<param name="module” value="hr.evolva.epis.modules.misc.ShowMyReports™/>

<param name="popup” value="ne"/>
</request>

2915-85-89 83:19:18.834 REQBEG23 @841( #158 ms
2815-85-89 83:19:18.893 REQRE823 @e4l( #159 ms
2915-85-89 83:19:18.893 REQEEA23 8841( #159 ms
2p15-85-89 83:19:18.894 REQBEA23 @841( #1688 ms 1 ms Reading edit XML ... 1 ms

2815-85-89 83:19:18.894 REQRE823 ee4l( #1680 ms Executing default method... akcija()

) 66 ms Processing module hr.evolva.epis.modules.misc.ShowMyReports (start)
)
)
)
)
2915-85-89 83:19:18.981 REQREE23 884l( #167 ms) 1 ms SQL: (1 rows) update c_params set wvrijednost = '25" where sifra_k
)
)
)
)

Reading edit XML (start)
Parameter names

2815-85-89 83:19:18.981 REQRE823 ea4l( #167 ms SQL QUERY: select *from files where file_group like 'report®’ and
2015-85-89 ©83:19:18.956 REQBEA23 8841( #222 ms Processing module hr.evolva.epis.modules.misc.ShowMyReports ... 72 ms
2@15-85-89 83:19:18.979 REQREE23 884l( #245 ms TOTAL: 245 ms / Java: 27% (67 ms); DB.epis_gui.dml: &7% (166 ms); Resg
2815-85-89 83:19:18.988 REQREE23 @a4l( #246 ms 1 ms TOTAL processing ... 246 ms

eV [
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DEMO:
Orphan log analyser

IVI Orphan log analyzer

»

Absolute folder: d:\EPIS_products\GUI'Marketing\2015-05 JavaCro 2015%arphan logs

File prefix: epis_main

Min long request duration (ms): 5000
Max orphans:
Max long requests:
Find files
Retcil.. 10 od 21
= [ Filename File size  First line
1 | [] | epis_main-2014-09-12-10-01-05-909.log | 20.000.171 bytes | 2014-09-12 08:37:38. 164 DELETING LOG FILE: joptfevolva/epis_logs/epis_main-2014-09-08-15-30-58-638....
2 |0 epis_main-2014-09-12-11-16-29-231.log = 20.000.088 bytes | 2014-09-12 10:01:05.909 DELETING LOG FILE: jopt/evalva/epis_logs/epis_main-2014-09-09-01-23-24-234....
3 D epis_main-2014-09-12-12-12-24-281.log | 20.000.139 bytes | 2014-03-12 11:16:29,232 DELETING LOG FILE: foptfevolva/epis_logs/epis_main-2014-09-03-10-31-31-134....

epis_main-2014-09-12-14-27-16-219.log | 20.000.075 bytes
20.000.322 bytes

20.000.078 bytes

2014-09-12 12:12:24,282 DELETING LOG FILE: joptfevolva/epis_logs/epis_main-2014-09-09-13-09-01-972....
2014-09-12 14:27:16. 219 DELETING LOG FILE: jopt/evolva/epis_logs/epis_main-2014-09-09-15-15-43-038....
2014-09-12 18:40:42, 176 DELETING LOG FILE: foptfevolva/epis_logs fepis_main-2014-09-02-16-58-29-176....

epis_main-2014-09-12-18-40-42-175.log

epis_main-2014-03-15-02-06-38-611.log

7 epis_main-2014-09-15-09-54-02-679.log | 20,000,101 bytes | 2014-09-15 09:06:38.612 DELETING LOG FILE: fopt/evolva/epis_logsfepis_main-2014-03-10-09-27-46-668. ...
3 ([ epis_main-2014-09-15-10-26-11-300.log = 20.000.183 bytes | 2014-09-15 09:54:02,638 DELETING LOG FILE: fopt/evolva/epis_logs/epis_main-2014-09-10-10-42-28-763....
2 | [] | epis_main-2014-09-15-12-49-20-343.log | 20.000.1567 bytes | 2014-09-15 10:26:11.300 DELETING LOG FILE: jopt/evolva/epis_logs/epis_main-2014-09-10-11-05-45-247....
w ([ epis_main-2014-09-15-14-55-33-235.log = 20.000.480 bytes | 2014-09-15 12:49:20.343 DELETING LOG FILE: jopt/evalva/epis_logs/epis_main-2014-09-10-11-35-32-444....

Z 191 MB

Humber of orphans and long requests by server start time

Retcil.5od 5
Server start time
12.09.2014 12:12:24.282 | START
12.09.2014 12:12:24.282 | 0
15.09.201409:06:12.485 | 2
15.09.2014 09:40:57.289
15.09.2014 09:54:02.679

Orphans

11

| e fea | ro [ i

END

Retcil.3od3
Server start time

Request ID Request start time Last line time Reguest duration Module name Last line

15.09.2014 09:06:12.485

REQO0B67

15.09.2014 09:28:37.298

15.09.2014 09:40:37.392

720.094ms

hr.evolva. epis.modules.iskon. skladista_financijski.gui. IzvjestajTerminalnaOprema

SQL QUERY:

REQO0969

15.09.2014 09:33:29.766

15.09.2014 09:40:34. 756

424.990 ms

null

SQL QUERY: select right_id from c_user_rights where user_id = 792

w [

15.09.2014 09:40:57.289

REQO0669

15.09.2014 09:53:59.827

15.09.2014 09:54:02.663

2.836ms

null

SQLO%ERY: select t.* from wf_tasks t, wf_workflows wf where
L low_id=wf.id and wf.fk_table_nam...cut...




STO KAD SE (S)RUSI ILI STANE JAVA APLIKACIA? java Cro@
Request logging + log extractor

Reguest

é, Request list

» Reguest list

Opcije pretrazivanja

Log extractor

Razdoblie: od
Time:
Host and port (instance): - LOg eXtra Ctor

Module:

Module action:

L

L

Do not show this action: | |
L]

[

User:
;
Log path and filename: D:/EPIS_products/GUT fevolution_framework WEB-INF logs fepis_main. log
[Grid view || Graphical view | Select file -
Retci 1 ... 22 od 22 Keyword to find:  REQO1422 ~ [ 102 |[@)[22]
o . reqll;:lID Limit for bytes found: 300,000 lepplats “e‘}‘l;m Aoalvziz
L[] Rreqizee3p [Ponl{ iscoverico 1449800
2 [ reqizesiz [Ponl3 iscoverico 1449799
5 [0 reqgizgsiy [Ponlf erico 1449801
U Rreqizssos [Ponl3 2015-04-28 BEQO1422 0186(  £0 ms) TOTAL processing (start) iscoverico 1445758
5 [0 regtzsssz [Ponlj 2015-04-28 REQO142Z 0158( £0 ms) iscoverico 1449769
= [Pon] 2 2015-04-28 REQO14ZZ 0156( £0 ma) — NEW GET REQUEST »> module = admin_SystemArchitecture iscoverico 1449384
& [0 reqizso7e 2015-04-28 DEQOL422 01561 £0 ma) — app: hr.evolva.epis.servlet.Zpplication@7dS8£3%; servlet: hr.evelva.epis.servle
7 [ reqizrazs [Ponlz 2015-04-28 REQO142Z 015&( ¥l ms) 1 ms iccoverice 1449295
- ] 2015-04-28 REQO14ZZ 0158&( #1 ma) Identify session (start)
% [ Rrequasssg [Ponl3 2015-04-28 REQO1422 0156( £1 ms) Session: [WEB_SESSION: sifra korisnika=-2; session_id=182; sifra_tvrtke=-1; bagisccverico 1448717
9. O REQ124597 [Pon] 3 8 REQO14ZZ 0156( £1 ma) Identify session ... 0 ma iscoverico 1448710
- ] 8 REQO142Z 0lb6%( £1 ms) Identify location (start)
0. [0 reqizsaas [PonlZ 2015-04-28 REQO1422 01561 £1 ms) Location: [WEB_LOCATION: location_id=62; cookie_value=20150428.00:27:28.392;0; fiscoverice 1448667
L[] Requzasss [Pon]d 2015-04-28 REQOL42Z 0156 #1 ms) Identify location ... O ms iscoverico 1448666
2015-04-28 REQO1422 0158( £1 ms) Read request params (stazt)
2015-04-28 REQO142Z 015&( E1l ms) Request type: null
2015-04-28 REQO1422 0158( #1 ms) Read request params ... 0 ms
2015-04-28 REQO1422 015&( #1 ms) Check to redirect login URL
2015-04-28 REQO142ZZ 0l158&( #1 ma) Creating module admin.SystemArchitecture ... 0 ms
2015-04-28 REQO142Z 015&( £2 ms) 1 ms Parsing params to module hr.evolva.epis.modules.admin.SystemArzchitecture ... 0 ms
2015-04-28 REQO142Z2 0156( £2 ms)
2015-04-28 03:24:56. REQO1422 015&( £2 ms) Printed XML request ... 0 ms
2015-04-28 03:2 REQO142Z 0158( £2 ms) Processing module hr.evolva.epis.modules.admin.SystemArzchitecture (stazt)
2015-04-28 03:2 REQO14ZZ 0156( £2 ma) Creating ¥ML screen ... 0 ms
2015-04-28 03:2 REQOL422 015&( £3 ms) 1 ms Reading edit XML (stazt)
2015-04-28 03:2 REQO14ZZ 0156( £3 ma) Parameter names
2015-04-28 03:2 REQO14ZZ 0158&( £#3 ma) Reading edit ¥ML ... 0 ms
2015-04-28 03:2 REQO142Z 015&( £3 ms) Map Contzol: tabs
2015-04-28 03:2 REQO14ZZ 0156( £3 ma) Mzp Contrel: tabs_db
2015-04-28 03:2 REQOL1422 0158( £3 ms) DE local_jadranske pool assigned
2015-04-28 03:2 REQO142Z 015&( £6 ms) 3 ms 3QL: (Comnt=1) ... select count(*) from c_web_sessicas
2015-04-28 03:2 REQO14ZZ 0158&( £7 ma) 1l ms SQL: (Coun select count(*) from c_web_locations
2015-04-28 03:2 REQO142Z 015&( £3 ms) 2 ms SQL: (Coun select count(*) from c_users
2015-04-28 03:2 REQO14ZZ 0156( £2Z5 ms3) 16 ms SQL: (Coum - select count(*) from c_rights
2015-04-28 03:2 REQOL422 0156(  $26 ms) 1 ms SQL: (Coun: select count(*) from c_groups
2015-04-28 03:2 REQO1422 0156(  £27 ms) 1 ms 3QL: (Count=0) ... select count(*) from knjig_tvrtke_korisnika
2015-04-28 03:2 13 REQO142ZZ 0l158&( #2321 ma) 4 ms SQL: (Count=&640) ... select count(*) from c_messages
2015-04-28 03:24:56.185 REQOL42Z 015&( £33 ms) 2 ms SEL: (Count=0) ... select count(distinet lang_id) from o labels whers lang id
2015-04-28 03:24:56.186 REQOL42Z 0156(  #34 ms) 1 ms 30L: (Count=81) ... select count{id) from c_cbject_cache
2015-04-28 03:34:56.19& HEQOL142Z 0156(  $44 ms) 10 ms SQL: ('d:‘epis backups\epis jadranske'] select vrijednost from o params where
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Pracenje konekcija na bazi

@EevoLva
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$TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIA? java Cro@
Dekoracija konekcija

Advanced Oracle features

Decorate connectians for vésession

SELECT username,
schemaname,
oSuser,
machine,
program,
client_infc,
module,
action
FROM wssession b
WHERE type='USER' AND usernams!='RNONYMOUS'
ORDER BY username, client_info

| Retcil..2o0d2

~ 25 |ZI2]
#| USERNAME SCHEMANAME 0OSUSER MACHINE PROGRAM CLIENT_INFO | MODULE | ACTION
1. EVOLUTION_JADRANSKO EVOLUTION_JADRANSKO mtomaskovic mtomaskowvic- JDBC Thin localhost: 9080 (DB local_jadransko) CommandProcessorlob Processing...
dell-17 Client *FREE* 28.04.2015 02:49:31
2. EWOLUTION_JADRANSKO EVOLUTION_JADRANSKO mtomaskovic mtomaskaovic- JDBC Thin localhost:9080 (EPIS DB DBEPoolManager getDatabasze
dell-17 Client local_jadransko) 28.04.2015 02:49:34

32| 12.05.2015. POSLOVNE WEB APLIKACIE | info@evolva.hr | www.evolva.hr @ EVOLVA



Prevencija: sto raditi
da Java aplikacija radi bez zastoja

150 9001:2008

sustav upravljanja
kvalitetom

@EevoLva
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$TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? ]avaCro‘ 15 )

@ Dobro planirati arhitekturu

: Korisnici i Cluster [ RozelianpNaichRos J

L]

: Server 1

Reporting

JVM 1
Database

Load
balancer : Server 2

Database

Reporting

JVM 2
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|| $TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? ]avaCro’E )

Segregacija upita/servisa

: Brzi upiti

Brza
validacija

Logika
za

odluciva
nje : Spori upiti

Database

Spori
upit

Spori
izvjestaj
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STO KAD SE (S)RUSI ILI STANE JAVA APLIKACIIA?

JavaCrol5)
| Pratiti performanse sustava

Request count per hours in day

Total users
active:
41
Req. count: 60 60 &0 &0 60 60 60 389 793 541 724 445 630 320 270 70 60 68 60 60 60 60 60 60
Total requests
count: Yot 1% 1% 1% 1% 1% 1% 1% 7% 15%  10%  14% B% 13% 6% 5% 1% 1% 1% 1% 1% 1% 1% 1% 1%
5.140  Hour: oh th 2h  3nh 4h S5h  6h 7h 8h sh 10h 11h  12h 13h 14h
Min duration: S53ms 61ms E0ms

15h 16h 17h 18h  1sh 20h 21h 22h 23k
26ms 24ms 25ms 24ms 30ms 32ms 42ms

Blms 84ms 255ms 223ms 485ms 520ms 248 ms

S51ms S4ms 56ms 53ms Z3ims 24 ms

Avg duration: 83ms 105ms S4ms 93ms 8% ms

S56ms 3¥ms 60ms 61lms S56Ems &1ms I} ms  35ms

333ms 773ms 317ms 106ms 78Bms 122ms F7ms

Max duration: 520 ms 545ms 320ms 200 ms 171 ms 176 ms 188 ms 2.101 ms 4.266 ms -- 3.359 ms --- 1.147 ms 141 ms 1.138 ms

Module daily performance - gauss curve

89ms 99ms 95ms 85ms T4ms

120 ms 179 ms 5386 ms 631 ms 523 ms 110 ms

Min. duration:

23 ms
Avg. duration:
326 ms e e —
Reaq. count: 2764 1.136 360 497 b4 20 13 L] 34 4 8
Max. duration:
26.220 ms Percent %o 53,8% 22,1% 10,9% 9,7% 1,9%  0.4% 0,2% 0.1% 0.7% 0.1% 0,2%

Cumnulative %: 53.8% 755% 86.8% 956.4% 98.3% 987% 93.0% 99.1% 93.8% 99.8% 100.0%

Duration =<: 0,1s 0,35 0,55 1s 2z 33 55 7s 10s 155 30s  1min 5min 1h

Resource analysis

Total processing time: 1.676.327 ms || ] Java || DBE: ] Query | [l oML |l pL | [ wait
GUI: I Load cache | I Load HTTP req | I Render for obhject cache | I Render HTML | I Render AJAX

Phase duration analysis
N 0B Insert | ll DB Update | | DB delete | | Memory delete |

of total uests
File save | | Folder delete req
—_ I |
Resource: epis_egrad epis_egrad Java LDAP Response Upload
Pre Processing Post

Percent %a: 0,2% 77.2% 19,7% 1,7% 1,.2%

12,9% 84,3% 2,8%
Curation: 3,742 ms 1.295.120 ms 225,942 ms 21E ms 27.891 ms 18,412 ms 216.587 ms 1,412,245 ms 47.395 ms
Type: [GuI] [oE]
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Zakljucak
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$TO KAD SE (S)RUSI ILI STANE JAVA APLIKACIJA? java Cro@
Preporuka: sveobuhvatni report o ispadu

» Pokusati izbjeci
» Biti spreman
> Generalno
» kronologija rada / trenutak ispada
» ... informacije o okolini koje se ne vide (lako) u logu
> PAD / ZASTO)
» hs error report (u slucaju JVM crash)
» heap dump
» thread dump
» thread dump uzorci koji su prethodili zastoju
» request log
» orphan analysis
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